DaPIS, an ontology-based Data Protection Icon Set

The CIRSFID?! (University of Bologna, IT), in collaboration with the Academy of Fine Arts of Bologna and
Societa Italiana Informatica Giuridica (S11G)?, has developed DaPIS,? a Data Protection Icon Set representing:
(1) data processing operations and processed data (e.g., anonymized data, encrypted data), (2) purposes of the
processing (e.g., marketing purposes, scientific purposes), (3) legal bases for the processing (e.g., legal
obligation, consent), (4) agents and roles (e.g., data subject, data controller, supervisory authority), (5) rights
of data subjects (e.qg., right to access, right to erasure, right to data portability).

Function: companion icons

DaPIS’ icons have been conceived as companion icons, meaning that they are displayed in combination with
the textual elements they illustrate. They can attract readers’ attention, help them to search and find relevant
information quickly (especially in long texts), and support memorization. They can also highlight and quickly
communicate key aspects of the privacy practices of an organization, and be therefore used in consent
managements.

Selection of concepts

DaPIS’ concepts have been selected following Artt. 13-14 GDPR and have been integrated with additional
important concepts, formalized in the computational ontology PrOnto.* The ontological foundation was
instrumental for the creation of a machine-readable icon set (as provided by the GDPR), namely an iconic
language whose elements have computer-interpretable meanings that are explicitly and formally defined in the
ontology. With the provision of XML mark-up® to the linguistic expressions in documents, applications can
semi-automatically retrieve and display the icons encoded in the ontology next to the relevant chunks of text
in the document.

Participatory design

DaPIS was created through participatory design. A series of workshops was held between July 2017 and July
2018 (at Stanford University and at the University of Bologna) and involved various stakeholders: a
heterogeneous group of graphic designers, lawyers and legal scholars, computer scientists, communications
professionals, interested laypeople and representatives of the business world. This allowed for the expression
of different values and priorities belonging to the stakeholders that might be impacted by the icon set, while
avoiding overlooking any fundamental aspect of legal icon design. The workshops followed the (legal) design
process which involves a series of steps through which the participants develop, test and refine one or more
solutions to specific problems in an iterative cycle. Thus, DaPIS has evolved over time, from a prototypical
version to the actual version, to reflect the feedbacks gathered during the workshops and the evaluation phases.

Contacts:
Prof. Monica Palmirani: monica.palmirani@unibo.it
Arianna Rossi: arianna.rossi@uni.lu

1 http://www.cirsfid.unibo.it/

2The Legal Design Lab (Stanford Law School, US, http://www.legaltechdesign.com/) and the University of Luxembourg
are also gratefully acknowledged.

3 DaPIS is available at: http://gdprbydesign.cirsfid.unibo.it/dapis-2/ (Last accessed: May 7, 2019). Under a Creative
Commons Attribution-ShareAlike 4.0 International License.

4 PrOnto is an ontology of the GDPR:

https://www.w3.org/community/dpvcg/wiki/PrOnto: Privacy Ontology for Legal Reasoning (Last accessed: May 7,
2019).

> Specifically, Akoma Ntoso: a legal open XML standard for legislative, judiciary and legal documents.
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